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/etc/passwd /usr/bin/ /u/roberto/ /admin/
root | read, write | read, write, exec | read, write, exec | read, write, exec
mike | read | read, exec | '
roberto | read | read, exec | read, write, exec |

backup | read | read,exec | read,exec | read, exec
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’ Ietc!passwd ‘ } lusr/bin/ ‘ ‘ /u/roberto/ | ’ /admin/ |

root: rrw root: r,w,x root: r,w,x root: r,w,x
mike: r mike: r,x roberto: r,w,x backup: r,x
: roberto: r,x
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/etc/passwd: r,w,X; /usr/bin: r,w,Xx;
root — ——

| mike |_,| Iusrlﬁasswd: r. /usr/bin: r,x |

roberto /usrlpa_sswd; lr, /usr/bin: r; ‘

/etc/passwd: r,x; /usr/bin: r,X;
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Access control is not complete without coupled with
auditing for accountability.

Reference monitor provides the mechanism for
access control. (i.e., AAA)

Reference Monitor:
Identification

!
:
"

Auditing of Transactions:

Thank you!

ISO/IEC2700d
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Information Risk
Security Policy Assessment

ISMS Policy

Statement of
Information security applicability
i

Business continuity
management

Systems development
and maintenance

OPERATIONAL

Communications and Physical and

operations management environmental
security
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- Wana DecryptOr 2.0 @

Payment will be raised on

Contact Us

X

ACCESS TO YOUR FILES AND
PRIVATE DATA HAS BEEN LOCKED.

Enter your payment details to
to gain access.

D / €250 EUR
YOUR DATA O Sacpies
lLL 2 umber
DELETED IN: Caran p——
MAKE Pﬁ'“f“N1,

23:12:901 exp MM/

— -lnw!

15 Liatl Zyaall el

Ooops, your files have been encrypted!
What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

1/3/1970 17:00:00 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn't pay in 6 months.

m

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

| After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

Pad ¥ o - VPRl RO PR | T

1/7/1970 17:00:00

Time Left

. . Send $600 worth of bitcoin to this address:
bitcoin

; ey [12t9YDPgwueZoNyMgw519p7AASisjré SMw
o buy bite ?

oY) el p9 dualsd| P
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gc-c-gleteam GOOGLE LOTTERY WINMNER.! COMTAKL

From: googleteam Toc
Subject: GOOGLE LOTTERY WINNER! CONTACT wOUR AGENT TO CLA&IM Y OUR PRIZE.

GOOGLE LOTTERY INTERMATIOMAL

INTERMATIOMNAL PROMOTION / PRIZE AWARD .

WWE ENCOURAGE GLOBALIZATION)

FROM: THE LOTTERY COORDINATOR,

GOOGLE B.W. 44 9459 PE.

RESULTS FOR CATEGORY "A" DRAWS

Congratulations to yvou as we bring to your notice, the results of the First Ca
inform wou that your email address have emerged a winner of One Million {1.(
money of Two Million {(2,000,000.00) Euro shared among the 2 winners in this
ernail addresses of individuals and companies from Africa, America, Asia, Al
CONGRATULATIONS!

Your fund is now deposited with the paying Bank. In your best interest to avo
award stricthy from public notice until the process of transferring your claims
MOTE: to file for vour claim, please contact the claim department below on e

il Heyrsat) wadl cilema

1 lliie alidle| gol 1

Hog 3 Lplmn¥ 3yl GBI G jUl &ill jusbiall ALl GUMeYl gely (mped
ey Lgisloim ald Sl a gy iea ¥l aBlpll Ciad 3oyl oy il cslalatal Liall galipdl
3ol el Al ol Aie bde Pl pulaiiens ol

- GONGRATULATIONS! |

...........Q............

@ You've been chosen to receive a
FREE Gateway Desktop Computer?!
¥eet Pentiam & Processoe 2 66 Gy

© 2%6MB DOR-SORAM S0GE MO, 48x CO-RW
= 19uinh Color CRT MonRor (18-inch viewadie)
Click Here to Claim Your FREE Desktop Computeri

A}
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@  Sedari Fie EdL  View Hstory  Bockmans  Dewsop  Wisdow

Niipiedn notficatsons hels

Your Mac Computer has (13) infections!

1-844-858-0916

Please call Tech Support as soon as possible.

Apple has found {13) viruses that pose a serious threat
Browser.Hijacker.Spy / Trojan.BankPass-Download

Your computer is at a very high risk.
Your financial and personal information is NOT secure
Please call 1-844-858-0916 NOW for emergency support.

YOUR DEVICE HAS BEEN BLOCKED
DETECTED ILLEGAL CONTENT

IMEI 000000000000000

Your device has been blocked due to at least one of the reasons specified below

* You have been subjected o violation of Copyright and Related Rights Law (Video, Mussc,
Software) and llegally using or distributing copyrighted contents. Article 1, Section 8, Cause 8
of the Crimuinal Code provides for a fine of two to five hundred minimal wages or a deprivation
of iberty for two to eight year:

You have been viewmng or distributing prohibited Pornographic content. Article 202 of the
Crimimnal Code provides for a deprivation of iberty for four to twelve years

Pursuant to the amendment to Criminal Code of United States of America of
May 28, 2011, this law infringement (if it is not repeated - first time) may be
considered as conditional in case you pay the fine of the States.

PROCEED

You're accused of the usual "ransomware crimes”, piracy or porn
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Mandiant U.S.A. Cyber Security
FBl. Departiment of Defense
U.S.A. Cyber Crime Center

Country: United States

Region: WA
City: D

ATTENTION!

Your phone has been

blocked up for safety

reasons listed below.
All the actions performed
on this phone are fixed.

All your files are
encrypted.
CONDUCTED AUDIO

AND VIDEO.

:&,J\.“aa.ﬁn Al
y3all Loyl Y1 oy poii JLin 1 JLEntT (o JEmd 5o Il Y1 el
oidsmadl I Jea ol Juzmad e ileglas poa Aglonl (6,3 V1 e lain ¥ ool gl Jilags
ALY sl iy §ga s (el ol digSo LySai ayyle 30y (e ol cilaglas
3sise silB Hauns (e digsmss yemiie sl Gignsall doy palies Byl Sy Letie

s o1 Ll e 5lis el s ] lieall gl ] &byl oa Coigs .40

H T 4 = Suspicious Activity On Your Account - Message (HTML) T EH - 0O x
MESSAGE

Sat 13/06/2015 16:18

Barclays Bank PLC <suspicious-activity@barclays.co.uk>@&connollj@dkit.ie Z
Suspicious Activity On Your Account O

To

% BARCLAYS

For your security, we hawve temporarily disabled access to your
account until you complete the account restore process.

Owur systems detected suspicious activities when you last
accessed your account online and this may be due to a viral
infection on your device

“"RESTORE™ link below and enter the requested details to
complete the process.

- php
(REs;o—E\;,—— Wfollowlink

@ 2015 Barclays Bank PLC.
All Rights Reserved

Thttp://

The restoration process will only take a moment...Click the
@ rewvovalidation.co.kr/main/cgrrd.

P 5== more about Barclays Bank PLC <suspicious-activity@ barclays.co.uk>. I:I ~

&)
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What's The Difference?

PHISHING SPEAR-PHISHING
IS A BROAD, AUTOMATED ATTACK ISA CUSTOMIZED ATTACK ON A SPECIFIC
THAT IS LESS SOPHISTICATED. EMPLOYEE & COMPANY
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PUTEDRERIIRICA PRI Fo B

hilfeservice.com/de/news/dp/B0028YZ758 /ref=sr_2_home&locale/sicherheit/umstellung |

Pa /4 =

& PayPal, Inc. {US) fwwew.paypal.com/at/cgi-bil
Mein Konto
Ubersicht Geld ein| Paypal =h Mein
Kreditkarte hinzy
Figen Sie lnrem PayPa3 - Startseite Privatkunden Gesdy PR s
jederzeit sicher und sci§
Geben Sie nachfolgeng Willkommen bei PayPall
MNeu anmelden I :
Nachname
Geburtsdatum TT.MM.JJJJ
Kartentyp Bitte auswahlen [+]

Karennummer D
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Ok, my user ID and password
are...

Unsuspecting
Employee at XYZ
Corporation

Hi this is Amy from the help desk. We need to
upgrade the software on your computer after
work hours. What is your user ID and
password? You can change the password
tomorrow when you log in.

Social Engineer
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;E Device Manager

File Action View Help
Events Resources Power Management — — | B
. e o @D EE@m B EXE
= over Dt
~ _.‘._ Walter-Desktop ~
The following properties are available for this network adapter. Click i Audio inputs and outputs
the property you want to change on the left, and then select its value [ Computer
on the right. = Disk drives
Display adapters
Proy : alue: E play adap
Eroperty - = DVD/CD-ROM drives
égqumoad L |6- 120015874652 | Human Interface Devices
- “m |DE ATA/ATAPI controllers
E';f:%ﬁ?;"em Ethemet (" Mot Present =2 IEEE 1284.4 compatible printers
Interrupt Moderation 3% Imaging devices
IPv4 Checksum Offload Keyboards
Jumbo Frame ﬂ Mice and other pointing devices
Large Send Offload (IPv4) 8 Monitors
Large Send Offload w2 (IPv4) v I3 Network adapters
Large Send Offload v2 (IPv6) 157 Intel(R) Ethernet Connection (2) 1219-V
Max IRQ per Second ; S P
Fdessimamrtmme R55 Queues # Killer E2400 Gigabit Ethernet ~-—+--"-- .
159 TAP-Windows Adapter V9 Npdatstdivay
hd 2P VirtualBox Host-Only Ethern Disable device
@ Portable Devices Uninstall device
& Ports (COM & LPT)
=1 Print queues Scan for hardware changes
= Printers -
Properties
] Processors
B Software devices
ij Sound, video and game controllers
v

G Starane contrallers

Cancel

Opens property sheet for the current selection.
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You and Hacker / Your Personal
Your Computer {Man in the Middle) Bank

0%
1. IP address of test.com is
2. Request made by user for

175.45.76.12

Www.fest.com / Attacker

S
° y . g%
\/ P R——————— o ¥
Web Server User g o NS Cache Server g

V4

4

et Fake Website
175.45.76.12
: W\\

Attacker
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Perpetrator injects the Website
website with a malicious For each visit to the
script that steals each website, the malicious
visitor's session cookies script is activated

Visitor's session cookie
is sent to perpetrator. .

QU

Perpetrator Website Visitor

N

Perpetrator discovers a
website having a vulnerability
that enables script injection
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SQL Injection.

Userd {srinivas |

Password :| mypassword |

select * from Users where user_id= " srinivas
and password = " mypassword *

User-d :

"OR 1= 1; /* |

Password :| oy |

select * from Users where user_id=""0R 1 = 1; /* "
and password = ' ¥/
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Running normal After Attack
PROGRAM PROGRAM
-} 1
INSTRUCTIONS INSTRUCTIONS
Data 1 Data
P
HEAP = HEA

Dynamic Memory
Malicious Code!

PROCEDURE CALL PROCEDURE CALL
FRAME FRAME
Buffer B Buffer Overflow
L] Modified Return
] Return address Address!

Attacker plants code tha overflows buffer and corruptsthereturn address Instead of
returning to the gppropr ate calling procedure, the modified return addressreturns
control to malcus code, located esewhere in process memory.
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substitution cipher: substituting one thing for
another

— monoalphabetic cipher: substitute one letter for

another
plaintext: abcdefghijklmnopgrstuvwxyz

ciphertext: mnbvcxzasdfghijklpoiuytrewqg
E.g. Plaintext: bob. i love you. alice

ciphertext: nkn. s gktc wky. mgsbc
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@ Plaintext Ciphertext Plaintext
:

Sender Encrypt Decrypt Recipient

!

Different keys are used to
encrypt and decrypt message

7Rt i)
P ) 2

Recipient's Recipient's
Public Private
Key Key
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Ep, (m)—c

am) ULUUJ:.J}AAJLU(C) S}Mj(D)M&JMTﬁjﬁ

Dy, (¢) > m, or D, (EPMA (m)) —>m

Bob

.

Alice’'s
public key

=

Alice’'s
private key
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Sga= Kak8 mod p

peadidl dataze oyla s Jol 1 oles
Laall c¥alal
Laall Joslall Sle dalall iyl jasall cililee o sl
L danall il olaile o JSsline le Glelia=gan a¥uas a5l
Giaclall ic gazma *
ain G nic
bzslil syl @
ax =bin GJ sl =1l e
bz $1X
Sledl oia It sgutl so0atie ia) e uxgi Y

*On classical computers

"



o yad| 30 Zd Lol dolal! 3131

Alall a8 yadall elat ALett yLatl

Leammomy bLadl 5yl fyew iolem 2 5:lasn AEn] g yuadnll iy iucldl 315V
o Bpidin EeSs oy iignest¥l eVl Jols Jie alel Blel 85T Lelamy Lgie yuuy
LU e 5y i i oya Yo bl

Lle g ULl e sl Lgas Jalaill oySmasy dullad jien] yasall cls iaail pia Jileie
Lo Jalaa| o s 1oiad SEn Y1 piad yudinll il Lalasy Lol a1 551591 ¢ ells om0y

AlLal) (et uddind] sl aieial
Lyl @
Hial put 3L yue UL U3 ©
dinl pue @M dalliuy e (el (35 ©
(GaYedg2) dslall o
Jeazil) ey Lalpll £uad Il il sl a5 o
Jeaiill sl dlileie miilie an ¥ ©

Byaa ¥y

g ool l 15 ¢yl ol o801 s Ll iy
2l Jlsbo euadiy (Uluyd) 2L clily 357 Gk e @bLadl 8035 craad 5157 L5yl

Al puads of Dol dag® ey Jiiady

%%



5}
e
<D
| a1 ~l— ZdLioll delal!3ya¥!
n-bit Message (Variable INPUT MDS5 HASH
Length)
11 MDS5 Hash

Hash

Function My Nome MDOS Hash
‘ H
\ ’ Function »
Hash Value h (Fixed | My Name is ‘ MDS Hash ’
Length) | John Function
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Goal: Bob wants Alice to “prove” her identity

to him
Protocol apl.0: Alice says "I am Alice"”

in a network,

¥ 4 w8 Bob can not "see”
’ Alice, so Trudy simply
«/"T am Alice" declares
herself to be Alice
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Alice Creates the Message Digest and Encrypts it with her Private Key
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Message D igest
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